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• Must report thefts and significant 
losses to the DEA within one business 
day upon discovery (1301.76) 
 

• Should report all thefts to the local 
law enforcement agency and board of 
pharmacy 
 

• Must complete the DEA Form 106 
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Reporting Thefts or Losses 



Reporting Thefts or Losses 
• To report a theft or loss of controlled 

substances on-line, visit the DEA’s Office of 
Diversion Control website at 
www.DEAdiversion.usdoj.gov  

 
• The electronic version of the DEA Form 

106, Report of Theft or Loss of Controlled 
Substances 

 
• Complete the form and submit it 

electronically 
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Electronic DEA-106 

Section 1: Authentication and Report  
 
Section 2: Theft/Loss Details 
 
Section 3: Lost/Stolen Product Entry 
Page 
 
Section 4: Signature 
 
Section 5: Theft/Loss Summary 
 
Section 6: Controlled Substance 
Summary and Certification 
 
Section 7: Submit Report 
 
Section 8: Print 

APPLICATION  STRUCTURE 
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DRUG THEFT LOSS SYSTEM - Electronic DEA-106 

Drug Theft/Loss Login Screen 

Section 1:  
Authentication & Report  
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DRUG THEFT LOSS SYSTEM 
Electronic DEA-106 

The Login Confirmation Screen  
will be displayed, showing the 
registrant’s name, address, and business 
activity.   
 
This is a sample of the login 
confirmation page, with registrant 
name and address information 
removed. 
 

New Report  will open a blank 
report for completion  
 
Cancel  will terminate the 
application without transmitting any 
data 
 
Add/Amend Report will allow 
registrants to change data on 
previously submitted reports after 
verifying user credentials. 2012     Office of Diversion Control    7 



DRUG THEFT LOSS SYSTEM 
Electronic DEA-106 

Previous  - Return to Login Confirmation 
page;   
      
Cancel  - Terminate the application 
without transmitting any data;        
 
Next will proceed with the application  

Section 2:  
Theft Loss Details 

In this section you will provide 
background information relating 
to the  theft or loss incident 
including: 
 
• Date, place, and time 
• Type of incident 
• Estimated value 
 

Responses to the type of incident 
may require additional 
information. 
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Pharmacies 
68,192 

Practitioners 
1,146,369 

Researchers 
6,890 

Hospitals/Clinics 
15,833 

Mid-level Practitioners 
218,298 

Active Registrants 
1,462,283 total 

Other 
8,619 

Pharmacies 
4.7 % of 

Registrant 
Population 



Hospitals/Clinics 
12,265 Thefts 

Pharmacies 
41,645 Thefts 

Distributors 
5,163 Thefts 

Remaining Business 
Activities 

578 Thefts – 1% 

Drug Enforcement Administration, Office of Diversion Control, Pharmaceutical Investigations Section, Targeting and Analysis Unit 
Source:  DTL  

Date Prepared:   02/27/2013 

2009 - 2012 
Nationwide Reported Thefts 

Practitioners 
2,756 Thefts 

Reverse Distributors 
348 Thefts – 1% 

Mid-Level Practitioners 
333 Thefts – 1% 

Remaining 
Business Activities Number of Thefts

MANUFACTURER 252
NTP 177
RESEARCHER 79
CANINE HANDLER 29
ANALYTICAL LAB 18
TEACHING INSTITUTION 15
EXPORTER 6
IMPORTER 2



11 Source: DEA  Drug Theft & Loss Database  as of  Sept 17, 2012 

Rank State Total Rank State Total Rank State Total Rank State Total Rank State Total
1 IN 53 12 MD 22 23 MA 12 34 UT 4 45 SD 1
2 AZ 50 13 WA 21 24 TX 11 35 DE 3 46 WY 1
3 FL 49 14 OK 18 25 IL 8 36 CT 2 47 AK 0
4 TN 43 15 ME 17 26 MS 8 37 MT 2 48 HI 0
5 CA 39 16 NV 17 27 MN 7 38 WV 2 49 ND 0
6 CO 38 17 OH 16 28 MO 7 39 IA 1 50 VT 0
7 PA 36 18 OR 15 29 NH 7 40 ID 1
8 NY 29 19 NJ 14 30 WI 6 41 KS 1
9 KY 27 20 SC 14 31 AR 5 42 NE 1

10 MI 24 21 VA 13 32 GA 5 43 NM 1
11 NC 23 22 AL 12 33 LA 4 44 RI 1



12 Source: DEA  Drug Theft & Loss Database as of January 9, 2013 

Rank State Total Rank State Total Rank State Total Rank State Total Rank State Total
1 IN 110 12 CO 19 23 MN 10 34 NV 4 45 WY 1
2 AZ 61 13 SC 18 24 AL 10 35 GA 4 46 DE 1
3 OH 43 14 NC 18 25 NH 6 36 MS 3 47 SD 0
4 PA 40 15 OK 17 26 LA 6 37 NE 3 48 ID 0
5 ME 35 16 KY 16 27 MO 6 38 IA 3 49 HI 0
6 CA 34 17 VA 16 28 NM 6 39 KS 2 50 AK 0
7 TN 28 18 FL 16 29 WA 6 40 VT 2
8 TX 25 19 WI 15 30 AR 6 41 WV 2
9 MD 25 20 NJ 13 31 OR 5 42 UT 2

10 MA 23 21 IL 13 32 RI 5 43 PR 2
11 NY 22 22 MI 12 33 CT 4 44 MT 2



Sources of Diversion 

• Burglaries 
• Employee Theft 
• Armed Robberies  
• Illegal & Improper Prescribing 
• Prescription Forgery 
• Doctor Shopping 
• In Transit Losses 
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Healthcare Professionals in 
a Hospital setting 



Methods of Diversion 
  Theft (embezzlement) from automated 

dispensing systems – PYXIS, Lionville 
 Substitution or adulteration of medications 
 Theft of sample medications 
 Theft of patient medications through 

charting manipulations 
 Self-medication 



Embezzlement 
 PYXIS 
◦ Automated dispensing system controlled by unique user 

assigned PIN, akin to an ATM and a cash register 
 User must enter PIN, select patient, and identify 

drug being pulled. This enables access to drawer 
where drug is kept. 

 Transactions are recorded electronically 
 Some drugs require that the nurse document in 

PYXIS how drug was used – quantity 
administered vs. quantity wasted. This requires a 
witness who must enter PIN to verify wastage. 



Embezzlement 
 When drugs are administered to the 

patient the nurse must manually document 
in patient’s MAR (Medication 
Administration Record) 

 Diversion can be discovered only through 
documentation review 
◦ PYXIS reports 
◦ Physician’s orders 
◦ Medication Administration Record (MAR) 
◦ Work Schedule 



Embezzlement 
 Shortages on PYXIS report 
 Nurse withdraws drug for a patient not assigned 

to her or removes drug when not assigned to 
work 

 Nurse withdraws drug that is not ordered by 
physician or after order was cancelled  

 Nurse withdraws drug more frequently than what 
is prescribed by physician 

 Nurse fails to document wastage when required 
or wastes entire vials of drug 

 Administration of drug not documented on MAR 
 



PYXIS Reports 

 Can be run/sorted by 
different variables 

 Typical sort is to run 
all CII-CIV and all 
patients by user 

 Information obtained 
can be reformatted 
later 
 



Automated MAR/Surgery Record 

PYXIS Record 







Questions  ? 
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