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Learning Objectives

Upon completion of this presentation,
participants will be able to:

» Detail the steps that prevent
pharmacy burglaries, robberies, and

employee thefts.

» Discuss procedures for reporting
thefts and losses of controlled
substances.



Topics

e Theft Data

» Sources of Drug Thefts & Loss
» Prevention

e Tips

 Reporting



Sources of Diversion

Burglaries

Employee Theft -

Armed Robberies

lllegal & Improper Prescribing
Prescription Forgery

Doctor Shopping

In Transit Losses



Drug Theft Prevention

A cooperative effort involving the Drug
Enforcement Administration, other
Federal, state and local regulatory and
law enforcement agencies, the
pharmacy community, and the public.
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Drug Theft Prevention

Principal Objectives:

Deter criminals from
committing the crime

Make the crime of pharmacy
theft unproductive

Accomplish the goals without
jeopardizing lives



Drug Theft Prevention

Immediate Goals:

. Deterrence

. Make it difficult for a theft to occur

. Minimize product and financial losses

. Increase probability of apprehending
the thief



Pharmacy

. Improve physical security

. Increase awareness of security
requirements

. Develop written security procedures
. Train employees

. Seek assistance from law

enforcement
. Communicate with other pharmacies



Burglary Prevention Tips

- Install an alarm system and test
it often

« Install video cameras

« Communicate with local law
enforcement

- Invite the local police to tour
your store



Burglary Prevention Tips

- Leave some lights on after closing

- Ensure there is adequate outside
lighting

- Train your employees

- Change locks, alarm codes and safe
combinations when an employee
leaves



Robbery Prevention Tips

- Have at least 2 employees open
or close the store

- Install hold-up/duress alarm
buttons

- Keep a minimum amount of
controlled substances

- Keep the pharmacy area
uncluttered



Robbery Prevention Tips

- Stay alert to your surroundings

- Watch for people hanging around
and not buying anything

- Beware of suspicious activity
outside your business

- Call the police if you see something
suspicious



If You Are Robbed

- Cooperate and remain calm
- Comply with robber’s demands

- Don’t talk except to answer
questions

- Don’t stare directly at the robber
- Don’t make sudden moves



If You Are Robbed

- Make mental notes of the robber’s
description

- If you can safely do so, activate the
alarm

- Don’t touch anything

- Don’t chase the robber

« Once the robber leaves, lock the door
- Keep witnesses on site



Tips For Preventing
Employee Theft

Screen applicants
Properly train and supervise employees

Institute a zero tolerance policy on employee
theft

Develop and provide written guidelines (SOPs)
Set the example

Conduct surprise audits

Personally look into customer complaints



Tips For Preventing
Employee Theft

Be alert to disgruntled or stressed employees

Be aware of unexplained rises in employee’s
living standard

Inspect employee’s bags, lunch bags and
backpacks

Limit access
Open lines of communication



Reporting Thefts or Losses

- Must report thefts and significant
losses to the DEA within one business
day upon discovery (1301.76)

- Should report all thefts to the local
law enforcement agency and board of
pharmacy

e Must complete the DEA Form 106



Reporting Thefts or Losses

- To report a theft or loss of controlled
substances on-line, visit the DEA’s Office of
Diversion Control website at

« The electronic version of the DEA Form
106, Report of Theft or Loss of Controlled
Substances

- Complete the form and submit it
electronically


http://www.deadiversion.usdoj.gov/

U.S. Department of Justice
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,R'Epnrt Suspicious Internet Pharmacies

Reqistration

Reporting

1-800-RX-ABUSE
1-800-792-2873

Info & Legal Re=sources

In=ide Diversion Control
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Registration Number
Toll Free:
1-800-882-8539

Save time by applying for and/or
renewing your DEA Registraticn
cnline. Data will be entered through
g secure connection to the ODWIF
on-line web application system.

Cerilliant Corporation {September
25, 2009}

The voice in Federal

decision-making
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Good Medicine,
Bad Behavior.
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Minimum requirements:
Credit Card and a web browser that
supports 128-bit encryption.

Drug Diversion
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Drug Enforcement Administration

Office of Diversion Control

Contact Us | Site Map

Quick Links

iplications COnline

plication Online

Reqistration Validaticn

Combat Meth Act 2005

Ovder Forms

C505

Duplicate Certificate B
Cases Against Doctors

Cnline Phamacy
Modification

Mailing Addresses for Topics
Related to Title 21 CFR

DEA Form 108: Report Theft
of Loss of Controlled
Substance

FAQ

cearch



Electronic DEA-106
APPLICATION STRUCTURE

Section |:Authentication and Report
Section 2:Theft/Loss Details

Section 3: Lost/Stolen Product Entry
Page

Section 4: Signature
Section 5:Theft/Loss Summary

Section 6: Controlled Substance
Summary and Certification

Section 7: Submit Report

Section 8: Print

=

Orsg I.rl'm-rtcmuﬂt Administration

B
DIVERSION CONTROL PROGRAM g

DEA FORM 106

Report of Thaft or Loss of Controlled Substances
Under Controlled Substance Act of 1970

INSTRUCTIONS for Form DEA-108, Report of Thett or Loss of Contralled

Substances - Revised October 2008
General Instructions
WHATS NEW

Changes to the Controlled Substances
Section. Ths DEA is now reqlunng
regisirants Lo the Mational Orug
Code (MODC) of the controlled subsiances
loal or slolen

Discontinued Flelds. With the
impdemant abion -_;I the MIDC

s I
apscific informalion pertaining Lo |:{c it
losl oF slolen. Inputlng Uhe NDC number
¥ spopulate sl reguire information
d for data collection and repor

Purpose of Form

The DEA-106 ig for reparting ary thefl or
lozs of controlled substances

Do not wse this form if

1. Wou have nod previously registerad
wilh the DEA

2. The thedl or loss You ans repoting is
not of a controlled zubstance; or

3. Vou wanl 10 comecd minor inverlony
shonagss

Additional Information

The online wersion of Form DEA 10€ haz
B sections, Winal ipllpws i3 a descnplion
of each section and the information you
ed o sucoessfully fill out this on-
. Please nole thal all pagas
w‘ere pou are reguired Lo supply

eclion labeled
o page hor
SOU reduerg danifcalon, placs he
r-;_,rsgr n the field and click. Help Lexd will
appear in the Help ssclion

SPECIFIC INSTRUCTIONS

Section 1. Authentication and Repod
Sedaction
o willl bt asked L0 anler your DE
B and your last name oF T
narme you used 1o ragi with
Ine DEA, The nams you supphy miust

:h e ﬁm\- 1he nams on your
. Yiow also will be abde o
choose whelher to file &
amend a repos
Section 2. Th
fou will b azked Lo provide background
information relating to this lozs or thei
incident, such as the date and place
lype (nigiht break-n, srmed robberny, ele.),
and the estimaled value of the conirolled
substances, ele. ReSponsas meay requing
additional information; for example,
indizaling that a police has been filed will
opan new fislds requasting he poboe
depatment?s name and telephone
numiber
Section 3. Confrailed Subsfances
¥ou will b azked Lo provade the Mational

oftend @5 &
e 15 lguid or
e he Lofad
Labiled, entar e

Lpphy 1 name and
s et

thet or loss wil be prezents
confrrmation; changes Lo th orrnation
may be made fou may alzo change
information in the S ignature section
Section 6. Cc
Summan and
Information on the substanceas will be
displayed, and may De changed
Audditionally, you will B réquired 10 anber
the name of the cedifying official who
attests 1o thie validdy of Ui indonmation
included in Lhe repor

Section 7. Submit Raport

Submitting the report will generate an
amendment key Please save the
amendment key in order 1o be able (o
miodiy informalion L @ anline DEA
106 report ir e fulurs
Section 8 Frind

You may send a copy of the DEA-106
orl Lo your local prmter. DEA
regulations spechy Lhal you keep a copy
of thes report for wo years




DRUG THEFT LOSS SYSTEM - Electronic DEA-106

Section I:
Authentication & Report

o U5 Department of Justice == — -
% Drug Enforcement Administration m

DIVERSION CONTROL PROGRAM o=
DEA FORM 106

HELP User Login
Flease enter the Form 106 Login
registrant's DEA number.
The first two characters DEA Number: Il
must he uppercase. )
[Required] Last Name: |
izeneral Instructions. Please do not use your browser's BACK and FORWARD buttons while navigsting this form.

B | o | e |

Drug Theft/Loss Login Screen



DRUGTHEFT LOSS SYSTEM
Electronic DEA-106

=115 Department of Justice B

-Drug-Enforcement Administration :ﬁ

DIVERSION CONTROL PROGRAM “otts

The Login Confirmation Screen

will be displayed, showing the

registrant’s
activity.

name, address, and business

DEA FORM 106

Form 106 Login Confirmation

This is a sample of the login you are nat
confirmation page, with registrant
name and address information

removed.

WASHIMGTON |, DC 20003
PRACTITIONER

, orthe address is notthe one assigend to this DEA number, please DO NOT

PROCEED. Instead, contactthe DEA Call Center at 800-882-8539, or click here to change the address.

Please do not use your browser's BACK and FORWARD buttons while navigating this form.

-Cancel- I Next-> I

= 1J-5 Department of Justice ==
% -Drug Enforcement Administration *

DIVERSION CONTROL PROGRAM

HELP

You may create a new
report or amend an existing
report.

General Instructions.

DEA FORM 106

NEW: It is now possible to enter multiple reports with the same
Date of Loss. In order to do this, select the Add / Amend Report
button below. For privacy and security purposes, you will need the
Amendment Key from a report entered on the same date. When
adding a report for a date with an existing report, please ensure
the new report is really new, and not an amendment to an existing
report.

Hew Report add / Bmend
| = e
Date L’ Beport

New Report will open a blank
report for completion

Cancel will terminate the
application without transmitting any
data

Add/Amend Report will allow
registrants to change data on
previously submitted reports after
verifying user credentials




DRUGTHEFT LOSS SYSTEM
Electronic DEA-106

g LS Department of Justice
% -Drug Enforcement Administration

DIVERSION CONTROL PROGRAM

HELP

Click inside the individual
data fields to get Help for
that field.

General Instructions.

DEA FORM 106

Theft / Loss Details

*Date of Theft | Loss -Month- % | | -Day- %| |-Year- ¥
*Police Report Filed O Yes O No
*Type of Theft | Loss w
* Number of prior incidents Armed Robbery
in the past two years Customer Theft
*Total Purchase Value of Employee Pilferage
Controlled Substances
(reported on this form) Might Break-In
It lost other th Other
ems lost other than

O Yes O No

controlled substances

Identifying Marks, Symbols,
Price Codes{Controlled
Substances only)

DEA Form 222 Numbers
(If Stolen)

New Security Measures

Fields prefixed with * are required.

Please do not use your browser's BACK and FORWARD buttons while navigating this form.

<-Previous I -Cancel - I Next-> i

Section 2:
Theft Loss Details

In this section you will provide
background information relating
to the theft or loss incident
including:

e Date, place, and time
* Type of incident
e Estimated value

Responses to the type of incident
may require additional
information.

Previous - Return to Login Confirmation
page;

Cancel -Terminate the application
without transmitting any data;

Next will proceed with the application



Questions ’

@

_| Office of Diversion Control
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